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IOT SYSTEMS SECURITY CHALLENGES 
 

PhD, ass. O.V. Mnushka, eng. V.M. Savchenko, KhNAHU, Kharkiv 
 

Number of computer devices and systems for the IoT(Internet of Thing) are 
very fast growing now. Various types of attacks based on security issues of such 
system uses for obtain private or commercial data and often users don’t know, 
that their data are stolen and used by third persons. On the road to the Industry 
4.0 security issues and challenges are critical points were commercial profit, 
technical limitations and data privacy are crossed [1 – 3]. 

Most of the IoT devices are constrained i.e. they are with constrained 
computational and power supply resources. This leads to use lightweight 
protocols and cryptographic solutions and in many cases devices are unprotected 
and may be easy hacked by simple reverse engineering (trace and debug 
firmware or by sniffing network traffic). 

The most important security challenges are:  data privacy; data security; 
lack of common standards; various technical concerns; security attacks and 
system vulnerabilities. Last group can be divided on three main groups: 1) 
system security focuses on complex solutions from devices designing to 
identifying possible security issues, from security frameworks designing to 
providing proper security policies and guidelines, from IoT and sensors network 
designing  to their maintaining and defensing; 2) application security focuses on 
handling security issues according to requirements; 3) network security focuses 
on securing various communications network of different IoT devices, sensors 
networks so on. 

IoT devices and networks in the real word are under active and passive 
attacks. Attacks may be with various final: low-level (not successful); medium-
level (data are lack but not altered); high-level (data are altered); extremely high-
level (network and devices under full control by intruder). 

Considering the role, the number and the abundance of IoT applications it is 
actual to develop security mechanism in IoT devices and communication 
networks. Simple steps i.e. disabling the features that are not used in concrete 
device, restricting to use default passwords, securing firmware and data 
exchange protocol may decrease the chances of security attacks. In addition, it is 
very important for developer to study security protocols used in this field. 

 
References: 1. Mnushka, O.V. IOT architecture patterns and data protocols // Інформаційні 
технології: наука, техніка, технологія, освіта, здоров’я: тези доповідей ХXVІ міжн. наук.-
практ. конф. MicroCAD-2018: у 4 ч. Ч. IV. – Харків: НТУ "ХПІ". – C. 188. 
2. Мнушка О.В. Архітектура веб-орієнтованої SCADA-системи // Вісн. НТУ "ХПІ". Зб. наук. 
праць. Серія: Інформатика та моделювання. – Харків: НТУ "ХПІ", 2018. – № 24 (1300). – 
С. 117-128 с. 3. Mnushka O.V., Savchenko V.M. Architecture models and patterns for safety and 
security for IOT applications // Комп’ютерні технології і мехатроніка. Зб. наук. праць за 
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