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DDoS attacks (“distributed denial-of-service") - is an attempt to disrupt normal

server traffic. They aim to overwhelm the devices, services, or network the intended

target with fake Internet traffic, making them unavailable to users.
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A DDoS attack is like an unexpected traffic jam on the highway, preventing
normal traffic from to its destination.

With the help of networks of computers connected to the Internet, DDoS attacks
are carried out.

These networks, consisting of different network devices, are infected with
malware, allowing an attacker to control them remotely. These different devices are
called bots, and a group of such bots is called a botnet.

Even after a botnet is formed, an attacker is able to direct an attack by sending
remote instructions to each bot.

The moment a network or server is made the target of a botnet, each bot sends
requests to the victim's IP address. This can congest the server or network, causing a
denial of Service to normal traffic.

Separating attack traffic from legitimate traffic can be quite difficult, since any
bot is considered a legitimate Internet device.

So how do you identify a DDoS attack? There are several points that will help
distinguish such an attack.

- Questionable amounts of traffic sent from a single IP address or spectrum of IP
addresses;

- Traffic flow from users with the same type of device, geolocation, or version of
web browser;

- Unexplained bursts of requests to the same page;

- Unnatural traffic modifications (e.g., bursts every 5 minutes).

Attacks can be divided into several categories:

. Volume attacks. When a huge amount of traffic is sent to overload
network bandwidth.

. Protocol attacks. These are the ones that are more focused and exploit
vulnerabilities in server resources.

. Application attacks. These attacks are the most sophisticated form of
DDoS attacks, targeting specific web applications.

. SYN flooding.
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. UDP flooding.

What is a SYN flood attack? SYN flooding (semi-open attack) is a type of DDoS
attack. By using absolutely all available server resources, SYN flood attack tries make
the server unavailable for legitimate traffic.

SYN flood attacks work using the TCP connection handshake procedure. Under
standard conditions, a TCP connection applies three different processes to establish a
connection.

1. First, the client sends a SYN packet to the server to initiate the connection.

2. The server then replies to this initial packet with a SYN/ACK packet to verify
the connection.

Finally, the client returns the ACK packet with the intention of acknowledging
the receipt of the packet from the server. Already at the end of this sequence of sending
and receiving packets, the TCP connection opens and can send and receive data.

UDP flooding is a type of DDoS attack in which large numbers of UDP requests
are sent to a target server in order to suppress that device's ability to process and
respond.

The firewall that protects the target server can, in turn, fail due to UDP flooding,
resulting in denial of service for legitimate traffic.

UDP flooding works mainly by exploiting the steps a server takes when it
responds to a UDP packet sent to one of its ports. Under normal circumstances, when a
server receives a UDP packet on a particular port, it takes two steps in response:

1. First, the server checks to see if any programs that are currently listening for
requests on the specified port.

2. If no programs are receiving packets on that port, the server responds with a
packet ICMP(ping) packet to inform the sender that the destination is unreachable.

When the server receives each new UDP packet, it goes through the request
processing steps, using server resources in the process. When transmitting UDP
packets, each packet will include the IP address of the source  device. During this
type of DDoS attack, the attacker typically does not use his own real IP address, but

instead spoofs the source IP address of the UDP packets, preventing disclosure of the
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attacker's true location and potential saturation response packets from the target.

As a result of the target server using resources to verify and then respond to each
UDP packet received, the target's resources can be quickly depleted when receiving a
large UDP packet stream, resulting in denial of service for normal traffic.
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MOST IMPORTANT KNOWLEDGE FOR AN IT SPECIALIST
Suvorov D.S., student,
Gerasymchuk T.V., Associate Professor,
Kharkiv National University of Radio Electronics

This article will give you some essential information about IT industry nowadays
and an overview of important skills for this area with additional advice.

Whether you are just starting out in the field or looking to take your career to the
next level, the information below can help you stand out and succeed in a rapidly
changing industry.

To start with, it must be said that the IT industry is one of the most rapidly
growing fields. Employment in computer and information technology occupations is
projected to grow 11% to 2029, much faster than the average for all occupations.

Naturally, there are a lot of key pieces of information that should be known by
well-qualified IT specialists to remain competitive.

But what are those most important areas of knowledge for IT guys to focus on?

This article will provide you with three main areas that can make all the
difference in an IT specialist’s career: technical skills, soft skills and business acumen.
So, let is get started.

Technical skills are needed for any IT specialist, regardless of their particular
specialization. Each IT field has its own unique features, and it is important to
understand the specific technical skills required for your area of expertise. But you
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