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HAINIPAMHW POBOTU KOH®EPEHIIII

CEKLIA 1.
IHHOBaIiifHi TexXHOoJI0Tii B OCBiTi

OCHOBHi TeHAEHLii PO3BUTKY BULLOiI OCBITU B KpaiHax

€sponelicbkoro Col3y - HauioHanbHa cneyunodika,
npobnemu, npioputeTu;
- iHpopmauiiHi Ta KOMYHiKauiiHi TexHonorii i 1x

BMKOPMUCTAHHA B OCBITI;

Cy4YacCHi acneKTn po3BUTKY CUCTEMU OCBITH;

npobnemu i NepcnekTUBM BXOAMKEHHA BY3iB YKpaiHU B
€BPOMENCbKMI i CBITOBMIA OCBITHII NpocCTip;
MiKHapogHe cniBpobiTHULTBO Ta iHTerpauia B cdepi
oCBiTY;

- ynNpaBAiHHA CUCTEMOK OCBITM | CaMOCTINHICTb
YHiBEpCUTETIB;
- po3pobka i peanizauis npodeciiHMX i OCBITHIX

CTaHZApTIiB B YMOBaxXx [ABOCTYMEHEBOI MifrOTOBKM
(bakanasp-marictp);
CTBOPEHHA HOBMX NPOrpam HaBYaHHA i BAOCKOHANEHHA
MEeTOAMK BUKMA4AHHA BiANOBIAHO [0 MidKHAPOAHMUX
CTaHAApPTIB;

aKagemiyHa MObBiNbHICTL BMKA[AYiB Ta CTyAEHTIB B
YMOBAxX €EAMHOrO €EBPONENCHKOro OCBITHLOrO NPOCTOPY;
- dopMM i METOAMN KOHTPOIIO AKOCTI HAaBYAHHSA;

PO/iIb HayKM i iHHOBALN B CUCTEMI ynpaBAiHHA AKICTIO
OCBITU Y BMLMX HaBYaNIbHUX 3aKNagax;

PONb TYMAHITapHOI OCBITUM Yy PO3BUTKY K/IHOYOBUX
KOMMETEHLLiW KOHKYPEHTOCNPOMOXKHOIo daxisLs;
MOZAY/IbHi TeXHONOrii OCBITM B CUCTEMI HenepepBHOI
npodecinHoi ocsiTK;

OUCTaHUiMHE HaBYaHHA: LWAAXM Ta MepCcnekTUBuU
PO3BUTKY;
ny6iyHe ynpasniHHA | agMiHiCTpyBaHHA.

CEKLIA 2.
CyuacHi npo6/ieMH pO3BUTKY HAyKH
i BUpOGHUIITBA

- IHBECTULINHO-IHHOBAL,iMHI aCNeKTN PO3BUTKY HayKu;

NPOrpecuBHi TexXHONOrii B Hayli Ta NPOMWCNOBOCTI,

3abe3neyeHHs AKOCTi Ta KOHKYPEHTOCMPOMOMXKHOCTI

NPOAYKLT;

- CyYacHi eHeprosbepiratoyi TeXHONOTIT B MPOMMUC/IOBOCTI;

- €K0J10TiA Ta OXOPOHA HAaBKONULLHBLOTO CEPeOBULLa;

- MEepcrneKkTUBHI KOHCTPYKLiMHI maTepiannM Ta cydacHi
TexHonorii 06pobKM maTepianis;

- cyyacHe ob6naAHaHHA A9 HAYKM | MPOMMUCIOBOCTI;

- aBTOMATM30BaHe  YyMpPaBAiHHA  TEXHONOTMYHUMM
npouecamu i iHTerpoBaHi BUPOBHMYI cuctemu;

- iHbopmaTM3aLia Ta Komn'toTepmsaL,ia B NPOMUCNOBOCTI,
NPOrpamHO-TEXHIYHI KOMMNAEKCKU Ta TEXHONOTIi;

- Cy4yacHi npobsemu eKOHOMIYHOI Teopii Ta aKTyanbHi
npobaemu cy4acHoi EKOHOMIKM;

- MUTaHHA GiHAHCOBOro MeHeaXMEHTY i ONoAaTKyBaHHS;

- moaudiKauia KOHKYPEHTHOI MONiTUKM B yMOBax
CTaHOB/IEHHSA iIHHOBALLIMHOT EKOHOMIKY;

- MiXXHapOAHWM [O0CBiA Ta BITYM3HAHA NPaAKTUKA pe-
anisauii KOHKYPEHTHOI NONITUKK;

- TeOpeTUYHMH  6asnc  KOHKYPEHTOCNPOMOKHOCTI
nignpUeEMCTB;

- CyyacHi npobnemu poO3BUTKY Typuamy i roTenbHo-
pecTopaHHoro 6isHecy.

SUBJECTS OF CONFERENCE WORK

SECTION 1.
Innovative technologies in education

- the main tendencies of the development of higher
education in the European Union countries - na-
tional specifics, problems, priorities;

- information and communication technologies and
their use in education;

- modern aspects of the development of the educa-
tion system;

- problems and prospects of entry for higher educa-
tional institutions of Ukraine into the European and
world educational space;

- international cooperation and integration in the
field of education;

- management of the education and autonomy of
Universities;

- development and implementation of professional
and educational standards in conditions of two-
level training (Bachelor-Master);

- creation of new study programs and improvement
of teaching methods in accordance with interna-
tional standards;

- academic mobility of teachers and students in the
context of a uniform European educational space;

- forms and methods of education quality control;

- the role of science and innovation in the quality
management system of education in higher educa-
tion institutions;

- the role of humanitarian education in the development
of key competences of a competitive specialist;

- modular technologies of education in the system of
continuous vocational education;

- distance learning: ways and perspectives of devel-
opment;

- public administration and administration.

SECTION 2.
Modern problems

of science and production development

- investment-innovative aspects of science develop-
ment;

- advanced technologies in science and industry, en-
suring quality and competitiveness of products;

- modern energy-saving technologies in industry;

- ecology and environment protection;

- promising structural materials and modern materi-
als processing technologies;

- modern equipment for science and industry;

- automated control of technological processes and
integrated production systems;

- informatization and computerization in industry, soft-
ware and technical complexes and technologies;

- modern problems of economic theory and actual
problems of the modern economy;

- issues of financial management and taxation;

- modification of competition policy in the conditions
of formation of an innovative economy;

- international experience and domestic practices of
the implementation of competition policy;

- theoretical basis of enterprise competitiveness;

- modern problems of tourism development and ho-
tel / restaurant business.
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INTELLIGENT TECHNOLOGIES FOR WEB-BASED CONTROL
SYSTEMS

Assist. Lect. Oksana Mnushka
Kharkiv National Automobile and Highway University, Kharkiv, Ukraine

Intelligent technologies and information technologies are main trends of
modern technologies. Mostly of technical system became “Intelligent” and “Smart”
in the second decade of XXI century. Today to be hard to find customer products
without using such technologies. Smart technologies help the customer to control
various aspects of developing, producing and delivering products and technologies
during the full life cycle of the new product. Intelligent technologies transformed
into “Smart devices”, “Smart vehicles”, “Smart plants” and “Smart cities”. Those
processes are continuous and used more and more in human life. The main element
of “Smart technologies” are control systems that help to obtain data about the state
of the controlled object, make a decision and provide control action to the
controlled object.

Modern control system is SCADA - Supervisory Control and Data
Acquisition which use network technologies to delivering data to client and control
action backward to the controlled object. They may be more or less complex due to
the specifics of their use.

In the paper [1] the idea of Green Architecture and points out that intelligent
technology and information technology are important parts of Green Architecture
has been analyzed. Describing of the program plan of intelligent system for Green
Architecture is a main idea of future technologies.

The paper [2] mainly analyzes the significance of cooperation and
summarizes the related researches. In the paper, a cooperation architecture on the
basis of intelligent and cooperative information technique was constructed and as a
result a series of cooperation models with different objective functions were
constructed. Also, the article contains a description of the test road network and the
simulation environment and discussed simulation results to prove the feasibility of
the whole cooperation architecture and compare different models. The best
cooperation model to be applied in practice is advised and discussed.

The paper [3] constructs the physical structure of the whole intelligent
manufacturing system and gives the detailed design of workshop management and
control system, intelligent logistics system, three flexible digital processing unit. As
a pointed in the paper “By sensors, radio frequency identification (RFID) device
operation, need to monitor, connection, interactive tools, materials, logistics trolley,
machine tools, gages real-time workshop, and information of all kinds of logistics
process and processing needs, flexible intelligent manufacturing system of digital
form and the combination of Internet and build a local workshop net”. This leads to
realize “intelligent 1identification, positioning, tracking, monitoring and
management of plant material, water, electrical machine production schedule,
process parameters, quality, environment and so on various kinds of factors of
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production, management automation, intelligent”. In the paper the specific
application interface are described and conclusion of the system are given.

With the growth of the number of transports units in some regions the
problem of traffic on road is main and contains various aspects such as an increased
traffic risk on main roads, for example, there are different levels of traffic
congestion in major cities in China. The paper [4] mainly analyzed the value and
characteristics of big data technology and analyzed the urban intelligent
transportation system from GPS and GIS technologies. The paper presents the
application of big data technology in the urban intelligent transportation system,
described how big data technologies can be used to promote the solution of the
current urban traffic congestion problem.

The paper [5] is devoted to the application of SCADA for power plants, which
based on modern IoT technologies and these new technologies allow to you use cheap
solutions for industrial applications. The proposed system offers a solution for
SCADA like applications which include critical infrastructure monitoring for
electricity distribution plants. In the system access to industrial equipment, data is
provided through the use of Internet-based remote applications and strong encryption
of data channels. Described system provides alarm generation, access control,
automated system, logging and generation of reports, etc. on the Internet and by using
the SMS system. The proposed system used for remote monitoring and it increases the
efficiency & reliability of the monitoring system.

Let us discuss a structure of the mobile automotive telematics system
(MATS) for testing and development purposes. MTAS based on a single-board
computer (SBC) and a sensor network. SBC performs the functions of a router of
requests from the external network to the internal one. The software of such a
system is oriented towards the use of web technologies and wireless terminals
(telephones or tablets). No levels of PC OS support for mobile I[Pv6, device drivers
(sensors), and client application interaction. As a hardware for such systems single-
core Raspberry Pi 2/3 computers used with OC Linux with a modified kernel to
support NEMO. Such a stricter.

The sensor network consists of any equipment that supports one of the
standard industrial exchange protocols: Modbus, Profibus, CAN, etc. Depending on
the destination, the computer hardware has several Modbus ports, analog inputs (+
20mA, 0-20mA, 4-20mA) and outputs, digital inputs and outputs that allow you to
connect not only hardware but also various sensors. If necessary, /O extension
modules (InteliSys NT, Siemens, Aries, etc.) and protocol converters used.

As a system prototype, we use SoC with iIMX6ULL CPU, two serial RS485
ports, USB and RS232. As communication modules, we use SIMCOM SIM7600
and SIM5630 for 4G and 3G networks respectively because they have a compatible
system of command. The Linux kernel 4.15 is used as OS for SCB with native IPv6
support. Such a system used for obtaining data from some sensors, transform data
to internal protocol, and prepare data to transmit to a server. Also on SBC
diagnostic software for traffic and coordinate analyses used. It is possible to collect
any additional info about network exchange process with embedded capabilities of
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communication modules. As a result, we have a lot of statistic data for network
protocols and data exchange protocols.

Web-based SCADA solution used for collect data from mobile SCB. The
architecture of the server part contains a set of three base services — accumulation,
processing and communications. The latter provides communication with the
operator (person) and the integration and communication controller. These services
run on an Intel Core 15, 32 Gb RAM, 4x500 Gb HDD RAID server. Now the
system is simple and may only collect data into database, in the future we are
planning to extend server functionality with a user-friendly graphical interface
based on the widget concept. We also use R

For loT-applications there are some useful architecture:
request/response (R/R);
event subscription (ES);
asynchronous messaging (AM);
reliable messaging (RM);
multicasting (MC);
publish/subscribe (P/S);
message brokers (MB);
federation (F);
discovery (D);
delegation of trust (DT);
queues (Q) [9].

Each of these patterns can be implemented with various data protocols
(application, presentation and session layers in the OSI model). Kinds of
controllers, routers, sensors, actuators use various protocols:

MQTT (Message Queuing Telemetry Transport),

CoAP (Constrained Application Protocol),

XMPP-IoT (Extensible Messaging and Presence Protocol),
AMQP (Advanced Message Queuing Protocol).

To communicate between the server and the controller, the MQTT protocol
selected, which runs on TCP / IP and provides four levels of quality of service. Client-
server interaction is organized on the basis of REST architecture, which provides easy
integration into the web-services system and use of standard protocols.

IoT devices are with constrained computational and power supply resources.
Due this lightweight protocols and cryptographic solutions are used. Such solutions
leads to devices are unprotected and may be easy hacked by reverse engineering
(trace and debug firmware or by sniffing network traffic).

The most important security challenges are: data privacy; data security; lack
of common standards; various technical concerns; security attacks and system
vulnerabilities. Last group can be divided on three main groups: 1) system security
focuses on complex solutions from devices designing to identifying possible
security issues, from security frameworks designing to providing proper security
policies and guidelines, from IoT and sensors network designing to their

301



Il MixxHapoaHa KoHdepeHLia «IHHOBaLiNHi TexHoAOrii B HayLi Ta ocBiTi. EBponelcbKuii gocsig»
12 - 14 nuctonaga 2019 p., University of Amsterdam (UvA) , m. AMcTepaam (Hiaepnanan)

maintaining and defensing; 2) application security focuses on handling security
issues according to requirements; 3) network security focuses on securing various
communications network of different IoT devices, sensors networks so on.

Table 1. Properties of the some IoT data protocols

CoAP/ MQTT, MQTT-
Protocol RESTful XMPP-IoT AMQP Q SN Q
Patterns R/R; ES; P/S; R/R;ES;AM; AM; RM; MC; RM; P/S; MB
RM* RM*; MC; P/S; P/S; Q; MB
MB:; F; D*; T*
Transport UDP/TCP TCP TCP TCP
Security DTLS/ SSL SSL, TLS SSL, TLS SSL,TLS
Constr. dev yes yes** no yes
QoS yes/no yes™ yes yes
Header size 4 bytes /- - 8 bytes 2 bytes
Free or OSS libcoap JS (node.js), RabbitMQ Eclipse
libs JS(node-coap) XMPP-IoT Mosquitto
Free cloud | Californium - CloudAMQP CloudMQTT

* Available via extensions, **Implementation depended

IoT devices and networks in the real word are under active and passive
attacks. Attacks may be with various final: low-level (not successful); medium-
level (data are lack but not altered); high-level (data are altered); extremely high-
level (network and devices under full control by intruder).

In the proposed system we use two variants of protocols — standard MQTT as
described above and a special protocol for data acquisition from many devices in
group.

Conclusions

1. A using of intelligent technologies for web-based control systems are
analyzed. As described above, such systems have a fast-growth market and they are
used in many applications — from health to power plants.

2. The mobile automotive telematics system (MATS) for testing and
development purposes. MTAS based on a single-board computer (SBC) and a
sensor network are proposed. Architecture of the system and data xchange
protocols are discussed.

3. The proposed system uses intelligent web-based SCADA solutions for
data acquisition and processing. The proposed system can be extended to other
applications. For flexibility two various data protocols used — on for field devices,
another — for data exchange between units of systems.

4. The hardware prototype of system the main software modules are used.
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